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C o r p o r ate  
R e so u r c e s 

L o c ate d  i n H Q

C orp  O f f i c e

W A N I n tern et

S ing l e T ier Branch
� WAN Services

I n tern et D ep l oy m en t M od el
T 1 P ri m a ry  L i n k
A D S L  S ec on d a ry  L i n k

� L AN Services
I n teg ra ted  L 2 S w i tc h

� Net w o rk  F u n d a m en t a l s
Q oS —S h a p i n g ,  P ol i c i n g ,  
S c a v en g er C l a s s  ( a p p l i ed  to b oth  
s w i tc h  a n d  router)
C oP P ( C on trol  P l a n e P ol i c i n g )

� Secu rit y  Services
I n teg ra ted  S ta tef ul F i rew a l l ,  I D S ,  I P S ,  H i g h  
p erf orm a n c e I P S ec .

� I P C  Services
I n teg ra ted  C a l l  M a n a g er ( I P -P B X ),  Voi c em a i l

� M o b il it y  Services
I n teg ra ted  W i rel es s

� I d en t it y  Services
8 0 2. 1x ,  N A C

T 1 A D S L

A c c es s  Router
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T r av e l s th e  ne tw o r k  w i th o u t a tu nne l  o v e r l ay

T unnel -l ess V P N  b ased  o n Gro up  Encry p ted  T ransp o rt ( GET )
Enabling Any-t o -Any S e c u r e  C o nne c t iv it y

G E T  i s a nex t -g enerat i o n W A N  sec uri t y  t ec h no lo g y  t h at  eli m i nat es 
t h e t rade-o f f  b et ween net wo rk  i nt elli g enc e and enc ry p t i o n o n W A N s

Key Benefits
� Easy-t o -m an ag e ,  h i g h -sc al e  

an y-t o -an y e n c r yp t e d  
c o m m u n i c at i o n s

� S e c u r e d  p ac k e t s u se  e x i st i n g  
r o u t i n g  i n f r ast r u c t u r e  w i t h o u t  
t u n n e l s

� N e t w o r k w i d e  Q o S  an d  M u l t i c ast  
c ap ab i l i t i e s p r e se r v e d ;  
i m p r o v e s ap p l i c at i o n  
p e r f o r m an c e  

� O f f e r s f l e x i b l e  sp an  o f  c o n t r o l  
am o n g  su b sc r i b e r s an d  
p r o v i d e r s

Secu res a n y -t o -a n y  b ra n ch  
co n n ect ivit y  o ver WAN

VoIP/ Vi d e o A p p l i c a t i on s  S c a l e  a n d  Q oS  M a r k i n g  Pr e s e r v e d

NEW
I d e a l  f o r  L a r g e  

En t e r p r i s e  B r a n c h
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Tunnel-les s  V P N  - A  N ew  S ec ur i t y  M o d el
Any-t o -Any e nc r yp t io n

• Sca l a b il it y —a n  issu e  ( N^ 2  p ro b l em )
• An y -t o -a n y  in st a n t  co n n ect ivit y  ca n ’t  
b e d o n e t o  sca l e

• O verl a y  ro u t in g
• L im it ed  a d va n ced  Q o S
• M u l t ica st  rep l ica t io n  in ef f icien t

W A NW A N

M ul ti c a s t

I P sec  P o i nt -t o -P o i nt  T unnels T unnel-less V P N

• Sca l a b l e a rch it ect u re
• An y -t o -a n y  in st a n t  co n n ect ivit y  t o  
h ig h -sca l e

• No  o verl a y s – n a t ive ro u t in g
• Ad va n ced  Q o S
• E f f icien t  M u l t ica st  rep l ica t io n
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H o w  C isco  G ET  V P N  W o rk s

� GDOI:
– A  k e y d i st r i b u t i o n  m e c h an i sm
– G r o u p  K e y M o d e l
– S t an d ar d s-b ase d  ( R F C  3 5 4 7 )

� GE T  u s e s  GDOI 
a n d  a d d s :
– C o o p e r at i v e  K e y S e r v e r s f o r  h i g h  av ai l ab i l i t y &  g e o g r ap h i c  d i st r i b u t i o n
– S e c u r e  U n i c ast / M u l t i c ast  c o n t r o l / d at a p l an e  v i a e n c r yp t i o n
– U n i c ast / M u l t i c ast  k e y d i st r i b u t i o n

Subnet 1

K e y  S e r v e r : A u t h e n t i c a t e s  g r ou p  
m e m b e r s ,  d i s t r i b u t e s  k e y s  a n d  
p ol i c i e s ;  g r ou p  m e m b e r  
p r ov i s i on i n g  i s  m i n i m i z e d .   
A p p l i c a t i on  t r a f f i c  i s  e n c r y p t e d  b y  
g r ou p  m e m b e r s

G E T  a d d s  
c oop era ti v e 
K ey  S erv ers  f or  
h i g h  a v a i l a b i l i ty

Group 
M e m b e r

Group 
M e m b e r

K ey  S erv er
K ey  S erv er

P r i v a te 
W A N

Group 
M e m b e r

Group 
M e m b e r

Subnet 3

Subnet 4

G E T  s i m p l i f i e s  s e c u r i t y  
p ol i c y  a n d  k e y  d i s t r i b u t i on  
b y  u s i n g  G r ou p  D om a i n  of  
In t e r p r e t a t i on  ( G D O I)

Subnet 2
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I P  H e a d e r I P  P a y l oa dO ri g i nal 
I P  P ac k et

H o w  G ET  V P N  P rev ents O v erl ay  R o uting
C i s c o G E T  VPN  u s e s  IP h e a d e r  p r e s e r v a t i on  t o m i t i g a t e  r ou t i n g  
ov e r l a y a n d  t o p r e s e r v e  Q oS  a n d  m u l t i c a s t  c a p a b i l i t i e s

I P S ec  T unnel M o de

I P  H eader P reserv at i o n
E S P  H e a d e r

O r i g i nal  
IP  

H e ad e r I P  P a y l oa d
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Se
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ET
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© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 11

Ex am pl e C usto m er - Bank ing
L ar ge ,  N at io nal U . S .  B ank  w it h  M P L S  N e t w o r k   
C o nc er ned  a b o u t sec u r ity:

• C om p l i ance: N eed to com p l y  w i th  S O X ,  p ay m ent card i ndus try  
regul ati ons —V i s a rul es  s tate th at i f  m ore th an one carri er i s  
us ed f or MPL S ,  b ank  m us t encry p t

• C oncern f or p rov i s i oni ng errors : C onf i denti al  cus tom er data can 
b e l eak ed;  i n th at cas e,  cus tom ers  w oul d h av e to b e noti f i ed,  
and f i nes  w oul d b e l ev i ed

• Managem ent: N ot encry p ti ng today  b ecaus e of  m anagem ent 
com p l ex i ty
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Benef its o f  C isco  I O S  G ET  V P N

A ny  to A ny  I nsta nt E nte r p r i se  C onne c ti v i ty
– L e v e r ag e s c o r e  f o r  i n st an t  c o m m u n i c at i o n
– O p t i m al  f o r  V o i c e  o v e r  V P N  d e p l o ym e n t s

F u l l  Me sh C onne c ti v i ty
– H u b  an d  S p o k e  p r i m ar y 
su p p o r t

– S p o k e  t o  S p o k e  n o t  sc al ab l e

N o O v e r l a y
– L e v e r ag e s C o r e  n e t w o r k  f o r  M u l t i c ast  
r e p l i c at i o n  v i a I P  H e ad e r  p r e se r v at i o n

– O p t i m al  R o u t i n g  i n t r o d u c e d  i n  V P N  
– A d v an c e d  Q o S  f o r  e n c r yp t e d  t r af f i c

O v e r l a y  V P N  N e tw or k
– O v e r l ay R o u t i n g
– S u b -o p t i m al  M u l t i c ast  
r e p l i c at i o n

– L ac k  o f  A d v an c e d  Q o S

E nc r y p ti on su p p or te d  f or  N a ti v e  Mu l ti c a st  a nd  
U ni c a st tr a f f i c  w i th G D O I
– A l l o w s h i g h e r  sc al ab i l i t y
– S i m p l i f i e s T r o u b l e sh o o t i n g
– Ex t e n si b l e  st an d ar d s-b ase d  f r am e w o r k

Mu l ti c a st tr a f f i c  e nc r y p ti on 
thr ou g h I P se c  tu nne l s:
– N o t  sc al ab l e
– D i f f i c u l t  t o  t r o u b l e sh o o t

N ew  Feature and  Benefi tsP rev i o us L i m i tati o ns
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W AAS  –T ransparent W AN  O ptim iz atio n

� W A N  O p ti m i z a ti on
– C o m p ressio n
– C a ch in g  - st o re co m m o n l y  u sed  d a t a  

cl o se t o  t h e u ser
� A p p l i c a ti on r e sp onse  ti m e

– T C P  o p t im iz a t io n  o verco m es l a t en cy  
– Ap p l ica t io n -sp ecif ic o p t im iz a t io n s
– Su p p o rt  Q u a l it y  o f  service

� S e r v e r  C e ntr a l i z a ti on 
– C en t ra l iz ed  f il e/ p rin t / st o ra g e
– I T  ef f icien cy
– E n d -u ser resp o n se t im e

� N e tw or k  T r a nsp a r e nc y  
– Su p p o rt s secu rit y  a n d  a d va n ced  Q o S
– Net w o rk  visib il it y  a n d  m o n it o rin g

WAN
O p t im iz a t io n

Server
C en t ra l iz a t io n

Ap p l ica t io n s
P erf o rm a n ce

N e tw or k
T r a nsp a r e nc y

Delivering the Power of the Routed Network
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T he W AN  I s A Barrier T o  C o nso l id atio n
R o u nd  T r i p  T i m e  ( R T T )  ~  0 m S

C l i e n t

L A N  
S w i t c h

S e rv e r

R o u nd  T r i p  T i m e  ( R T T )  ~  m any  m any  m i l l i se c o nd s

S e rv e rC l i e n t
L A N  
S w i t c h

L A N  
S w i t c h

R out e d  N e t w ork

Too much data and too small of a pipe causes congestion, packet 
loss, and b ackpr essur e

� A p p l i cati ons  are 
des i gned f or L A N  
env i ronm ents

H i g h  b an d w i d t h
L o w  l at e n c y
R e l i ab i l i t y

� W A N  ch aracteri s ti cs  
h i nder cons ol i dati on

A l r e ad y c o n g e st e d
L o w  b an d w i d t h
L at e n c y
P ac k e t  L o ss
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C isco  W AAS  O ptim iz atio n Architecture
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W A A S  A c c eler a t es  B r o a d  R a ng e o f  
A p p li c a t i o ns

� 2X-1 0 X� A n y  T C P -b a s e d  A p p l i c a t i o nO t h e r

� 2X-1 0 X� B a c k u p  A p p l i c a t i o n s
� R e p l i c a t i o n  A p p l i c a t i o n sD a t a  P r o t e c t i o n

� 2X-1 0 X
� S Q L
� O r a c l e
� N o t e s

D a t a b a s e  A p p l i c a t i o n s

� S M S
� A l t i r i s

� F T P
� H T T P ,  H T T P S ,  W e b D A V

� E x c h a n g e  ( M A P I )
� S M T P / P O P 3 ,  I M A P
� N o t e s

� W i n d o w s  ( C I F S )
� U N I X ( N F S )

P r o t o c o l

� 2X-1 0 0 X

� 2X-5 0 X
� 2X-5 0 X

� 2X-5 0 X

� 2X-1 0 0 X

T y p i c a l  I m p r o v e m e n t

S o f t w a r e  D i s t r i b u t i o n

D a t a  T r a n s f e r
I n t e r n e t  a n d  I n t r a n e t

E m a i l

F i l e  S h a r i n g

A p p l i c a t i o n

*  P erf orm a n c e i m p rov em en t v a ri es  b a s ed  on  us er w ork l oa d ,  c om p res s i b i l i ty  of  d a ta ,  a n d  W A N  
c h a ra c teri s ti c s  a n d  uti l i z a ti on .   A c tua l  n um b ers  a re c a s e-s p ec i f i c  a n d  res ul ts  m a y  v a ry .
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R em o te O f f ice H ard w are P l atf o rm s

N M E -W A E
Router-I n teg ra ted  N etw ork  M od ul e

f or th e C i s c o I n teg ra ted  S erv i c es  Router

W A E -5 1 2
Rem ote O f f i c e A p p l i a n c e

� N M E-W A E 
Lowest C a p E x /  O p E x ,  I S R  i n teg r a ted ,  
a d d r esses 8 0 %  of  r em ote of f i c es
N M E -W A E -3 0 2 -K 9

S u p p or ts 2 M b p s W A N  c on n ec ti on s
2 5 0  op ti m i z ed  T C P  c on n ec ti on s 
8 0 G B  d r i v e

N M E -W A E -5 0 2 -K 9
S u p p or ts 2 M b p s W A N  c on n ec ti on s
5 0 0  op ti m i z ed  T C P  c on n ec ti on s 
1 2 0 G B  d r i v e

B u n d l es f or  I S R  2 8 0 0  a n d  3 8 0 0  a v a i l a b l e n ow

� W A E-5 1 2  A p p l i an c e
R em ote of f i c e a p p l i a n c e p l a tf or m
S u p p or ts 2 0 M b p s W A N  c on n ec ti on s
1 5 0 0  op ti m i z ed  T C P  c on n ec ti on s
2 5 0 G B  R A I D -1  d i sk  c a p a c i ty
C l u ster  w/  W C C P v 2 ,  P B R ,  C S M / A C E
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S ing l e-tier Branch

A . W i de A rea N etw ork  ( W A N )
B . L ocal  A rea N etw ork  ( L A N )
C . N etw ork  F undam ental s
D . S ecuri ty  S erv i ces
E . I PC  S erv i ces
F . Mob i l i ty  S erv i ces
G . I denti ty  S erv i ces
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M anag ed  S erv ices—M ul ti-d ev ice

Not the best model to address SMBs

R ou te r  +  V P N  
F i r e w a l l

I ntr u si on 
P r ote c ti on

� M a n y  d e v i c e s � H i g h  C A P E X
� L a b o u r  i n t e n si v e  o p e r a t i o n  � H i g h  O P E X
� D i f f e r e n t  se r v i c e s c o m i n g  f r o m  d i f f e r e n t  p r o v i d e r s /  v e n d o r s

� L a c k  o f  c o n si st e n c y  i n  S e c u r i t y  P o l i c y

� S e r v i c e  ar e  t u r n e d  o n  o n -d e m an d                                 
� e x t e n d i n g  C P E l i f e c yc l e

� 1  o r  2  d e v i c e s f o r  t h e  f u l l  se r v i c e  p o r t f o l i o                    
� L o w e r  C A P EX

� L e ss “truck-ro l l ” an d  d e v i c e s t o  m an ag e                          
� L o w e r  O P EX

Better Model f or hi g her v olu me dep loy men t

Single Tier implementation

F u l l  S e c u r i ty  S e r v i c e s

S P  IP
N e tw o r k
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WAN Bandwidth

38253825
½½ T 3/ E 3T 3/ E 3

38 4 538 4 5
1  T 3/ E 31  T 3/ E 3

28512851
6  T 1 / E 16  T 1 / E 1
28212821

4  T 1 / E 14  T 1 / E 1
281 1281 1

2 T 1 / E 12 T 1 / E 1

1 84 11 84 1
1  T 1 / E 11  T 1 / E 1

C i s c o In t e g r a t e d  S e r v i c e s  R ou t e r s  Pe r f or m a n c e  w i t h  
C on c u r r e n t  S e r v i c e s  i n  T r a d i t i on a l  A c c e s s  N e t w or k s

280 1280 1
1  T 1 / E 11  T 1 / E 1

T 1 / E 1 / x D S L

M ult i p le T 1 / E 1 / x D S L

T 3 / E 3

x D S L
1 80 0  F i x e d1 80 0  F i x e d
1  1  x D S Lx D S L

850 / 87 0850 / 87 0
1  1  x D S Lx D S L
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U nm a t c h ed  W A N  F lex i b i li t y  
G.SHDSL symmetric
h ig h -b it ra te DSL HW I C s

N M -1V SA T -GI LA T
1- a n d  2 -p o rt ro u ted
F a st E th ern et HW I C s

C a b l e M o d em HW I C
( U .S./ C a n a d a ,  E u ro p e,  J a p a n )

• F r e e s ne tw o r k  m o d u l e  sl o t
• E nab l e s M e tr o  E th e r ne t se r v i c e s d e l i v e r y
• U p  to  8  ad d i ti o nal  F ast E th e r ne t p o r ts

• S y m m e tr i c  b and w i d th  =  E 1 / T 1  r e p l ac e m e nt
• 2-p ai r / 4 -w i r e  and  4 -p ai r / 8 -w i r e  o p ti o ns
• F l e x i b l e  b o nd i ng ,  w i r e  p ai r i ng  ( IM A /  M -p ai r )
• S c al ab l e  p r o v i si o ni ng  f r o m  2. 3 –1 6  M b p s
• E x te nsi v e  A T M  C o S  and  IP  Q o S  su p p o r t

• Inte g r ate d  D O C S IS / E u r o -D O C S IS  W A N  i nte r f ac e
• U p  to  4 0  M b p s th r o u g h p u t
• A d v anc e d  Q o S  and  W A N  tr af f i c  m anag e m e nt
• E nab l e s m anag e d  se r v i c e s f o r  S M B  m ar k e t

• V S A T  i nd o o r  u ni t ( ID U )  i nte g r ate d  o n a N e tw o r k  
M o d u l e

• Inte g r ate d  T C P / H T T P  ac c e l e r ati o n
• K u  and  E x te nd e d  K u ,  C  &  E x te nd e d  C  b and  
• W o r k s w i th  G IL A T -S k y E d g e c o m p ati b l e  h u b
• S u p p o r ts u p  to  1 0  m b p s o f  d ata i n o u tb o u nd  
d i r e c ti o n ( h u b  to  V S A T )

C o m i n g
S o o n

A
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N ew  M o d ules  f o r  I nt eg r a t ed  S er v i c es  R o ut er s  
E t h er S w i t c h  S er v i c e M o d ule

• F o u r f o rm  f a ct o rs – 1 6 ,  2 4 ,  4 8  a n d  2 4  +  St a ck Wise 
in t erf a ces

• New  g en era t io n  E t h erSw it ch  m o d u l es p ro vid e f u l l  
so f t w a re f ea t u re p a rit y  w it h  C a t a l y st  3 7 5 0

• 8 02 . 3 a f  P O E &  C isco  in l in e p o w er o n  a l l  p o rt s
• Sw it ch  w il l  ru n  it ’s o w n  I O S im a g e ( 1 2 . 2 S t ra in )  
a l l o w in g  ea sier m a n a g em en t  &  su p p o rt

• L 3  WAN R o u t er co n n ect ivit y  t o  a l l  Sw it ch ’s in   a  
R in g ;  f o r t h e f irst  t im e a  ro u t er ca n  p l u g  d irect l y  
in t o  a  3 2 -G b p s f a u l t  t o l era n t  b i-d irect io n a l  st a ck  
rin g   

• H ig h  Ava il a b il it y :  I P  R o u t in g ,  H SR P ,  ST P  
en h a n cem en t s,  8 02 . 1 s/ w ,  I G M P  sn o o p in g

• Secu rit y :  AC L ,  p o rt  secu rit y ,  M AC  a d d ress n o t if y ,  
R AD I U S/ T AC AC + ,  8 02 . 1 x ,  SSH ,  SNM P v3 ,  I P v6

• L a y er 2 –4  Q o S w it h  C o S/ D SC P ,  sh a p ed  ro u n d  ro b in ,  
st rict  p rio rit y  q u eu in g

N e w ! 2 4  an d  4 8 -p o r t  
Et h e r S w i t c h  m o d u l e s

N e w ! 1 6  an d  2 4  P o r t  t h at  
i n c l u d e s 2  S t ac k W i se  
i n t e r f ac e s

B
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C i s c o  C o nt r o l P la ne P o li c i ng

INCOMING
P A CK E T S

CONT R OL  P L A NE  P OL ICING
( A l l e v i a t i n g  D o S A t t a c k )

S IL E NT  MOD E
( R e c o n n a i s s a n c e  P r e v e n t i o n )

P A CK E T
B U F F E R

OU T P U T  P A CK E T  
B U F F E R

L o c a l l y
S w i t c h e d  P a c k e t s

CE F / F IB  L OOK U P

P r o c e s s o rP r o c e s s o r
S w i t c h e d  P a c k e t sS w i t c h e d  P a c k e t s

CONT R OL  P L A NE

Management
S N MP ,  T el net ICMP IPv 6 R o u t i n g

U p d a t e s
Management
S S H ,  S S L …. .

OU T P U T
f r o m  t h e  Co n t r o l  f r o m  t h e  Co n t r o l  

P l a n eP l a n e
INP U T

t o  t h e  Co n t r o l  t o  t h e  Co n t r o l  
P l a n eP l a n e

232323© 2 0 0 4  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .I n f r a s t r u c t u r e  S e c u r i t y ,  3/ 0 4

� P ac k e ts d e sti ne d  to  th e  c o ntr o l  p l ane  c o nsu m e  v al u ab l e  r o u te  p r o c e sso r  r e so u r c e s 
� R o u te r  c an b e  attac k e d  b y  se nd i ng  l ar g e  am o u nt o f  tr af f i c  ( l i k e  Inte r ne t C o ntr o l  M e ssag e  
P r o to c o l  ( IC M P ) )  to  b e  p u nte d  to  th e  r o u te  p r o c e sso r  ( C o ntr o l  P l ane )

� Inc o m i ng  tr af f i c  c an b e  p o l i c e d  to  th e  c o ntr o l  p l ane  ( r o u te  p r o c e sso r ) ,  r e d u c i ng  th e  i nc o m i ng  
tr af f i c  r ate  and  th u s al l e v i ati ng  th e  D o S attac k

C
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I nf r a str u c tu r e  
P r ote c ti on

• P r o te c t th e  
Inf r astr u c tu r e

• M ai ntai n ne tw o r k  
T r ansp o r t 
c o nti nu i ty  and  
av ai l ab i l i ty

D a ta  a nd  I d e nti ty  
P r ote c ti on

• N e tw o r k  
se g r e g ati o n i nto  
tr u ste d  and  
u ntr u ste d  z o ne s

• D e f e nse  ag ai nst 
w o r m s,  v i r u se s,  
tr o j ans and  h ac k s

• P o l i c y -b ase d  
ne tw o r k  ac c e ss

B u s i n e s s  S e r v i c e s  N e e d  C on t i n u ou s  C on n e c t i v i t y ,  
R e q u i r i n g  t h e  N e t w or k  t o b e  S e c u r e  a n d  A v a i l a b l e

S e r v i c e s C on n e c t i v i t y
S e c u r e A v a i l a b l e

T y pical  C usto m er R eq uirem ents

S e c u r e  
C onne c ti v i ty
• E nc r y p te d  V P N  
b e tw e e n si te s o r  
p ar tne r s

• S e c u r e  r e m o te  
ac c e ss

• H i g h  R O I L e ase d  
l i ne / F r am e  R e l ay  
to  V P N  m i g r ati o n

D
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S ecure C o nnectiv ity  O v erv iew
B u si ne ss R e q u i r e m e nts
� E n cry p t ed  V P N co n n ect ivit y  b et w een  sit es o r p a rt n ers
� Secu re rem o t e a ccess
� H ig h  R O I  o f  L ea sed  l in e/ F ra m e R el a y  t o  V P N m ig ra t io n

V a l u e  of  I nte g r a te d  
N e tw or k  S e c u r i ty

R e m o te  A c c e ss V P N
• H a rd w a re VP N  f or s m a l l  
of f i c es  &  tel ec om m uters

• S of tw a re VP N  f or m ob i l e 
us ers

S m a l l  B ra n c h

B ra n c h  O f f i c e

S m a l l  O f f i c e &  
T el ec om m uter

C orp ora te O f f i c e

��� �� �� �� � � � �

H i g h -P e r f o r m anc e  V P N
• F or l a rg er s i tes  i n c l ud i n g  
h ea d  of f i c e a g g reg a ti on

S i te -to -S i te  V P N
• I n terc on n ec t b ra n c h  
of f i c es  ov er I P

S i te -to -S i te  V P N
� S c a l a b l e f ul l  /  p a rti a l  m es h  

( D M VP N )
� S i m p l i f i ed  c ook i e-c utter 

d ep l oy m en t ( I P S ec  VT I )
� S i m p l i f i ed  P K I  d ep l oy m en t ( C A  

S erv er,  U S B  eT ok en s )
� N etw ork  i n tel l i g en c e ( routi n g ,  

Q oS ,  m ul ti c a s t) en a b l es  Voi c e,  
Vi d eo &  D a ta

R e m o te  A c c e ss V P N
� C en tra l i z ed  p ol i c y -b a s ed  

m a n a g em en t &  f ul l  s erv i c e 
n etw ork  a c c es s  ( E a s y  VP N )

� C l i en tl es s  s ec ure a c c es s  ( S S L  
VP N )

H i g h  P e r f o r m anc e  V P N
� S tron g es t h a rd w a re-

a c c el era ted  en c ry p ti on  ( A E S )

Inte r ne t

D
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S cal ab l e P artial / F ul l  M esh:
D y nam ic M ul tipo int V P N
� S c a l a b l e  f u l l  m e sh─on-d e m a nd  tu nne l s tor n d ow n a f te r  u se
� R e d u c e d  l a te nc y  a nd  j i tte r  f or  v oi c e ─a v oi d s d ou b l e  hop  ov e r  hu b
� I m p r ov e d  thr ou g hp u t─a v oi d s e nc r y p t a nd  d e c r y p t a t hu b
� E a sy  to d e p l oy  a nd  m a i nta i n─on-d e m a nd  tu nne l s a r e  a u tom a ti c ,  
m i ni m a l  hu b  c onf i g u r a ti on a nd  c ha ng e  m a na g e m e nt

Sit e 1

Sit e 2

D y n a m i c  I P  a d d res s
S ta ti c  I P  a d d res s

� �� �� �� � �

�
� � 	 
 �� � � 
 � 
 
 �� � �

�

O n -D em a n d  T un n el4

C a l l  S i te 21

… Sit e n
Ri n g5

H u b C o rp o ra t e 
O f f ice

O n -d em a n d  tun n el
P erm a n en t tun n el

I nt ernet

D

AN1



Slide 26

AN1 * Replaced with Comm BDM version
* Prrevious one was 3 yrs old, this is the latest
Anand Nuggihalli, 1/19/2006
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S im pl if ied  C o o k ie-C utter D epl o y m ent:
I P S ec V irtual  T unnel  I nterf ace ( V T I )
� S i m p l i f i e s V P N  c o n f i g u r at i o n  b y e l i m i n at i n g  c r yp t o  m ap s,  A C L s,  G R E
� S i m p l i f i e s V P N  d e si g n

1 : 1  r e l a t i o n sh i p  b e t w e e n  t u n n e l s a n d  si t e s w i t h  d e d i c a t e d  l o g i c a l  i n t e r f a c e
� S c al e s b e t t e r  t h an  G e n e r i c  R o u t e  En c ap su l at i o n  ( G R E)

S u p p o r t s Q o S ,  m u l t i c a st ,  a n d  o t h e r  f u n c t i o n s t h a t  p r e v i o u sl y  r e q u i r e d  G R E
� I m p r o v e s V P N  i n t e r o p e r ab i l i t y w i t h  o t h e r  v e n d o r s

D

19
2.
16
8.
1.
0/
24

. 1
T u nne l  0. 1

1 9 2. 1 6 8 . 1 0 0 . 0 / 3 0
. 2

19
2.
16
8.
2.
0/
24

. 1
I nte r ne t
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S im pl if ied  P K I  D epl o y m ent:
U S B S ecure T o k en and  F l ash S to rag e
� Distribution and Storage of VPN Credentials

En c r yp t i o n  k e ys ar e  se c u r e l y st o r e d  an d  r e m o v ab l e  
� Z ero-T ouc h  Dep loy m ent

Easy t o  p r o v i si o n  an d  d i st r i b u t e  e n c r yp t i o n  k e ys
� B ulk  F lash  for I m age Distribution/ Storage 

A l t e r n at i v e  t o  C o m p ac t  F l ash  d e p l o ym e n t
� 2  U SB  Ports:  Cisc o® 3 8 0 0 ,  2 8 5 1 ,  2 8 2 1 ,  2 8 1 1 ,  
1 8 1 1 ,  1 8 1 2 ,  8 7 1  I SR s

� 1  U SB  Port:  Cisc o 2 8 0 1 ,  1 8 4 1  I SR s

Ava il a b l e f ro m  Al a d d in

D
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C entral iz ed  P o l icy -Based  M anag em ent:
Easy  V P N
� En ab l e s S m al l  o r  L ar g e  D e p l o ym e n t s w i t h o u t  U se r  I n t e r v e n t i o n

E n f o r c e s c o n si st e n t  V P N  p o l i c y  o n  a l l  r e m o t e  d e v i c e s
N o  h e a d -e n d  c h a n g e s w h e n  a d d i n g  e x t r a  d e v i c e s

� S u p p o r t s D yn am i c  C o n n e c t i o n s w i t h  V P N
� I n t e r o p e r ab i l i t y A c r o ss C i sc o ® A c c e ss an d  S e c u r i t y D e v i c e s

C i sc o  V P N  c l i e n t  i s t h e  o n l y  F I P S -c e r t i f i e d  c l i e n t  i n  t h e  i n d u st r y

D

Rem ote router c on ta c ts  
c en tra l  s i te,  p rov i d es  
a uth en ti c a ti on  c red en ti a l s

2 I f  c red en ti a l s  a re v a l i d ,  
c en tra l  s i te “p us h es ”
c on f i g ura ti on  p ol i c i es  
s ec urel y  to rem ote d ev i c e
VP N  i s  es ta b l i s h ed3

C i s c o S ec uri ty  
Router

C i s c o S ec uri ty  
Router

C orp ora te 
O f f i c e

��� �� �� �� � �
	 �� � � � 


�

�� � ��� � � � �

�

C i s c o VP N  S of tw a re 
C l i en t on  P C / M A C / U N I X

1

I n t ern et

� � �� �� � � 	 �

�
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• W e b -b ase d  +  A p p l i c ati o n h e l p e r
• B r o w se r -b ase d  ( c l i e ntl e ss)
• G ate w ay  p e r f o r m s c o nte nt 

tr ansf o r m ati o n
• F i l e  S h ar i ng   ( C IF S ) ,  O W A ,  C i tr i x
• J av a B ase d  ap p l i c ati o n h e l p e r

• IP -b ase d  ap p l i c ati o ns
• A p p l i c ati o n A g no sti c
• T u nne l  C l i e nt d y nam i c al l y  l o ad e d
• N o  r e -b o o t af te r  i nstal l ati o n
• C l i e nt m ay  b e  p e r m ane ntl y  

i nstal l e d  o r  r e m o v e d   d y nam i c al l y

F u l l  N e tw or k  A c c e ss

N etw o rk -Em b ed d ed  S S L  V P N  R em o te 
Access:  C isco  I O S  W eb V P N

C l i e ntl e ss A c c e ss

J a v a  C a p a b l e W eb  B row s er

SSL
Inte r ne t

• C isco  R o u t er a n d  Secu rit y  D evice M a n a g er – Sim p l e G U I  b a sed  p ro visio n in g  
a n d  m a n a g em en t  w it h  st ep  b y  st ep  Wiz a rd s f o r t u rn  k ey  d ep l o y m en t

• C isco  Secu re D esk t o p – P reven t s d ig it a l  l ea k a g e,  P ro t ect s u ser p riva cy ,  E a sy  t o  
im p l em en t  &  m a n a g e,  Wo rk s w it h  d esk t o p  g u est  p erm issio n s

• V irt u a l iz a t io n  a n d  V R F  a w a ren ess – P o o l  reso u rces w h il e m a sk in g  t h e p h y sica l  
a t t rib u t es a n d  b o u n d a ries o f  t h e reso u rces

N E W  N E W  

IP  o v e r  
S S L

J a v a  C a p a b l e W eb  B row s er

Inte r ne t

D
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C o m prehensiv e End po int S ecurity  f o r 
S S L  V P N :  C isco  S ecure D esk to p

C o m p l e t e  P r e -C o n n e c t  A sse ssm e n t
� Loc a ti on  a ssessm en t – m a n a g ed  or  

u n m a n a g ed  d esk top ?
� S ec u r i ty  p ostu r e a ssessm en t – A V  

op er a ti on a l / u p -to-d a te,  p er son a l  f i r ewa l l  
op er a ti on a l ,  m a l wa r e p r esen t?

C o m p r e h e n si v e  S e ssi o n  P r o t e c t i o n
� D a ta  sa n d b ox  a n d  en c r y p ti on  p r otec ts 

ev er y  a sp ec t of  sessi on
� M a l wa r e d etec ti on  wi th  h ook s to M i c r osof t 

f r ee a n ti -sp y wa r e sof twa r e

P o st -S e ssi o n  C l e a n -U p
� E n c r y p ted  p a r ti ti on  ov er wr i te ( n ot j u st 

d el eti on )  u si n g  D oD a l g or i th m
� C a c h e,  h i stor y  a n d  c ook i e ov er wr i te
� F i l e d own l oa d  a n d  em a i l  a tta c h m en t 

ov er wr i te
� A u to-c om p l ete p a sswor d  ov er wr i te

Cisco Secure DesktopW in d ow s 2 0 0 0  or X P

O rig in a l  U ser Desktop T em pora ry  CSD Desktop

W or k s w i th D e sk top  G u e st P e r m i ssi ons
N o A d m i n P r i v i l e g e s R e q u i r e d

D
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N ew  V P N  +  S S L  M o d ul e fo r IS R  1 8 4 1 ,  2 8 0 0 ,  3 8 0 0
AIM-V P N / S S L  (  IP S e c  &  S S L  E n c r y p t i o n )

AI M  Sl o t s:  V P N-AI M
3 8 00/ 2 8 00:  2 ,  1 8 4 1 :  1

323232

Inv estm ent P ro tecti o n 
w i th  P erfo rm ance 

� O n -b oa r d  V P N  A c c el er a tor  su p p or ts  I P S ec  3 D E S  a n d  A E S   ( u p  to 2 5 6  b i t)
� A I M -V P N  M od u l es S er i es P r ov i d es I P S ec  D E S / 3 D E S / A E S  en c r y p ti on  a n d  I P S ec  I P P C P  c om p r essi on
� T h e n ew A I M -V P N / S S L F ea tu r es:  

S S L &   I P S ec  E n c r y p ti on  i n  on e C a r d
S u p p or ts I P P C P  H W  C om p r essi on  R a ti os a r e 2 : 1  to 3 : 1
S u p p or t 2 x  c u r r en t S W  S S L u ser  c ou n ts a n d  P er f or m a n c e  
M a i n ta i n s I P S ec  p er f or m a n c e of  P r ev i ou s P LU S  A I M  a n d  I m p r ov es I P sec  V P N  H u b  P er f or m a n c e i n  3 8 0 0

� P a r t N u m b er s
A I M -V P N / S S L-1 ,  f or  1 8 0 0
A I M -V P N / S S L-2 ,  f or  2 8 0 0
A I M -V P N / S S L-3 ,  f or  3 8 0 0

� F C S :  S ep t 2 0 0 6

O n -b o a rd  V P N

A I M -VP N I I  a n d  A I M -VP N  E oS  a n n oun c em en ts :
h ttp : / / w w w . c i s c o. c om / en / U S / p a rtn er/ p rod uc ts / p s 58 55/ p rod _ eol _ n oti c e0 9 0 0 a ec d 8 0 2d 3d 0 b . h tm l
h ttp : / / w w w . c i s c o. c om / en / U S / p a rtn er/ p rod uc ts / h w / routers / p s 28 2/ p rod _ eol _ n oti c e0 9 0 0 a ec d 8 0 42e6 7 4. h tm l

N M EN M E
HWIC HWIC
HWIC HWIC E VME VM USB

USB
GE GE

D
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C isco  S ecurity  R o uter P o rtf o l io  
Pe

rfo
rm

an
ce
 a
nd

 S
er
vi
ce

Pe
rfo

rm
an

ce
 a
nd

 S
er
vi
ce

1. 1 G b p s F / W18 5 M b p s  I P s ec  VP N425 M b p s  I P S250 0  T un n el s

530  M b p s  F / W145 M b p s  I P s ec  VP N250  M b p s150 0  T un n el s

S c al ab l e  P e r f o r m anc e
• U p  to  1 . 1 G b p s F / W *
• U p  to  1 8 5  M b p s IP se c
• U p  to  4 25  M b p s IP S * *
• U p  to  2, 5 0 0  T u nne l s

8 55 M b p s  F / W17 5 M b p s  I P s ec  VP N325 M b p s  I P S2, 0 0 0  T un n el s

130  M b p s  F / W130  M b p s  I P s ec  VP N7 0  M b p s  I P S150 0  T un n el s
127  M b p s  F / W10 0  M b p s  I P s ec  VP N6 5 M b p s  I P S150 0  T un n el s

* Stated performance is with NAT and logging enabled
** B ranch scenario when tested with optimal traffic conditions

125 M b p s  F / W9 5 M b p s  I P s ec  VP N6 0  M b p s  I P S8 0 0  T un n el s

455 M b p s  F / W140  M b p s  I P s ec  VP N20 0  M b p s  I P S150 0  T un n el s

C i sc o  3 8 4 5C i sc o  3 8 4 5

C i sc o  1 8 4 1C i sc o  1 8 4 1

C i sc o  3 8 25C i sc o  3 8 25

C i sc o  28 1 1C i sc o  28 1 1

C i sc o  28 21C i sc o  28 21

C i sc o  28 0 1C i sc o  28 0 1

C i sc o  28 5 1C i sc o  28 5 1

D
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P e r i m e te r  D e f e nse
� S eg reg a te n etw ork  a s s ets  i n to 

trus ted  a n d  un trus ted  z on es
� A p p l i c a ti on -a w a re i n s p ec ti on  a n d  

d ef en s e a g a i n s t p ort 8 0 ,  I M ,  P 2P  
m i s us e ( A p p l i c a ti on  F i rew a l l )

� W eb  us a g e c on trol  &  m on i tori n g  
( U RL  F i l teri n g ,  I n teg ra ted  C on ten t 
S ec uri ty )

O u tb r e ak  P r e v e nti o n
� N etw ork -b a s ed  p rotec ti on  a g a i n s t 

v i rus es ,  w orm s  &  troj a n s  ( I P S )
� D i s tri b uted  n etw ork  p rotec ti on  a t 

m i n i m um  c os t ( D T M )
� Ra p i d  res p on s e to em erg i n g  th rea ts  

( I C S )

D ata and  I d entity  P ro tectio n O v erv iewD
B u si n e ss R e q u i r e m e n t s
� S e g r e g a t e  n e t w o r k  i n t o  t r u st e d  &  u n t r u st e d  z o n e s
� D e f e n se  a g a i n st  w o r m s,  v i r u se s,  t r o j a n s &  h a c k s
� P o l i c y -b a se d  a c c e ss t o  n e t w o r k  a sse t s

V a l u e  of  I nte g r a te d  
N e tw or k  S e c u r i ty

Id e nti ty  &  C o ntr o l l e d  
A c c e ss
• E n f orc e p ol i c y -b a s ed  a c c es s
• I d en ti f y  &  p rev en t n on -
c om p l i a n t d ev i c es

O u tb r e ak  P r e v e nti o n
• B l oc k  s p rea d  of  k n ow n  
w orm s ,  v i rus es ,  etc .

• Res p on d  q ui c k l y  to 
em erg i n g  th rea ts

Inte r ne t

P e r i m e te r  D e f e nse
• F i rew a l l  ( L 2-L 7 )
• W eb  us a g e c on trol

S m a l l  B ra n c h

B ra n c h  O f f i c e

S m a l l  O f f i c e &  
T el ec om m uter

C orp ora te O f f i c e
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Active Firewall

S tan d b y  Firewall

FAI L O V E R
W AN  R o u ter

P ro tected  N etwo rk
P u b lic N etwo rk

H ead  E n d  
N etwo rk Active H u b

FAI L O V E R

R em o te S ite 
N etwo rk

S tan d b y  H u b

V P N  T u n n els

Active Firewall

S tan d b y  Firewall

C isco  I O S  F irew al l  S tatef ul  F ail o v er
� S u p p o r t s b o t h  L A N / V P N  i n t e r f ac e s 
� A c t i v e / S t an d b y c o n f i g u r at i o n  
� M ax i m i z e s F i r e w al l  u p t i m e  f o r  m i ssi o n  c r i t i c al  En t e r p r i se  ap p l i c at i o n s

D
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� A llow s group ing of p h y sic al and v irtual interfac es into z ones
� F irew all p olic ies are c onfigured on traffic  m ov ing betw een z ones
� A dding or rem ov ing interfac es and integration into firew all p olic y  is 
also sim p lified

D M Z

U ntr u ste d

T r u ste d Inte r ne t

P r i v ate -P u b l i c  
P o l i c y

P u b l i c -D M Z  P o l i c yD M Z -P r i v ate  P o l i c y
P r i v ate -D M Z  P o l i c y

Z o ne Based  P o l icy  C o nf ig uratio n f o r 
C isco  I O S  F irew al lD
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Business-R ead y  I P  C o m m unicatio ns:  
C al l M anag er Ex press and  U nity  Ex press

B u si n e ss P r o b l e m
� A f f or d a b l e a n d  r ob u st I P  c om m u n i c a ti on s f or  E n ter p r i se 

b r a n c h es a n d  sm a l l  to m ed i u m -si z ed  b u si n esses

S o l u t i o n
� C i sc o® C a l l M a n a g er  E x p r ess ( C M E )  wi th  

C i sc o U n i ty ® E x p r ess
� C i sc o S u r v i v a b l e R em ote S i te T el ep h on y  ( S R S T )

B e n e f i t s
� Loc a l i z ed  c a l l  p r oc essi n g  wi th  C i sc o C a l l M a n a g er  E x p r ess 

( C M E )  f or  u p  to 2 4 0  p h on es!
� O p ti on a l  d i str i b u ted  v oi c em a i l  v i a  C i sc o U n i ty  E x p r ess 

( N M -C U E  or  A I M -C U E )
� E th er S wi tc h ® m od u l e f or  l i n e-p ower i n g  I P  p h on es
� C en tr a l i z ed  D S P  r esou r c es f or  v oi c e c on n ec ti v i ty
� H i g h er  d i g i ta l  a n d  a n a l og  v oi c e d en si ti es 

IP  W A N

• C i s c o I O S  F i rew a l l / I P S  s ec ures  
b ra n c h  c a l l  p roc es s i n g

• S RT P  en c ry p ts  v oi c e c a l l s  ( S RS T )
• T L S  en c ry p ts  s i g n a l i n g ,  p rotec ts  
c a l l ed  n um b er,  p i n s ,  en c ry p ti on  
k ey s  ( S RS T ,  C M E * )

• V3 P N  b etw een  en terp ri s e b ra n c h  or 
s m a l l  to m ed i um  b us i n es s  s i tes

C i s c o I n teg ra ted  
S erv i c es  Router
C C M E / SR ST and 

NM -C U E  or AI M -C U E
C isco I O S 
F irewall/ I P S

C C M

E
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D S L

C i s c o I n teg ra ted  S erv i c es  Router 
w i th  C i s c o U n i f i ed  C a l l M a n a g er

E x p res s ,  C i s c o U n i ty  E x p res s  a n d  
I O S  F i rew a l l

E m p l oy ee P C ,  C i s c o U n i f i ed  
I P  P h on e 7 9 6 0 G  a n d  v oi c e 

m a i l

A p p l i c a ti on  
s erv er

A p p l i c a ti on  
s erv er

P ri n ter

A tten d a n t 
C on s ol e
A tten d a n t 
C on s ol e

C O  L i n e    
1,  2,  3,  4

Traditional Business Solution:
Sep arate V oic e and D ata I nf rastruc ture

P u b lic 
I n ter n et

C a ta l y s t 3550 -24 P W R A c c es s  S w i tc h

F a x

D i a l  b a c k up  
a n d  P O S

P S T N

I D S

F W

V P N  c o nc

L ob b y  
P h on e
L ob b y  
P h on e

A n a l og  
p h on es

E
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D S LF a x
C i sc o  IS R ,  i nc l u d i ng :
• U n i f i ed  U n i f i ed C a l l M a n a g er
E x p res s ,  
• C i s c o U n i ty  E x p res s
• I O S  F i rew a l l
• I n teg ra ted  24 p ort P oE s w i tc hG U I  

M a n a g em en t 
s ta ti on
G U I  

M a n a g em en t 
s ta ti on

E m p l oy ee P C ,  C i s c o U n i f i ed  
I P  P h on e 7 9 6 0 G  a n d  v oi c e 

m a i l

A p p l i c a ti on  
s erv er

A p p l i c a ti on  
s erv er

P ri n ter

C i s c o U n i f i ed  I P  
P h on e 7 9 0 5 i n  
l ob b y ,  b rea k  
room ,  or 

c on f eren c e room

C i s c o U n i f i ed  I P  
P h on e 7 9 0 5 i n  
l ob b y ,  b rea k  
room ,  or 

c on f eren c e room

D i a l  b a c k up  
a n d  P O S

A n a l og  p h on es

C i s c o U n i f i ed  I P  
P h on e 7 9 6 0 +  7 9 14 
a s  th e A tten d a n t 

C on s ol e

C i s c o U n i f i ed  I P  
P h on e 7 9 6 0 +  7 9 14 
a s  th e A tten d a n t 

C on s ol e W i rel es s  L A N  
a c c es s  p oi n t

C i s c o I P  VoW L A N
7 9 20  P h on e

C O  L i n e 
1,  2,  3,  4

Ci sco  U ni fi ed  Co m m uni cati o ns Ex p ress Ap p l i cati o n:
S m al l  S tand al o ne O ffi ce Dep l o y m ent

P u b lic 
I n tern et

P S T N

T a b l e 
P C

E
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Cisco Unified Call Manager Express
Key Call Control Features

� Sup p ort for E ith er PB X  or K ey  Sy stem  F unc tionality
� L egac y  T elep h ony  F eatures:

C a l l  T r a n sf e r ,  P a g i n g ,  I n t e r c o m ,  C a l l  C o v e r a g e
C a l l  P a r k ,  M O H ,  N i g h t  B e l l
H u n t  G r o u p s,  B a si c  A C D  a n d  R e p o r t i n g  
A d  H o c  &  “M e e t  M e ” c o n f e r e n c i n g
D I D  /  O p e r a t o r  C o n so l e

� Conv erged I P Com m unic ations F eatures:
V i d e o  T e l e p h o n y
W i r e l e ss ( 8 0 2 . 1 1 )  I n t e g r a t i o n
S o f t  P h o n e  su p p o r t
D e sk  T o p  I n t e g r a t i o n
S I P  S u p p o r t

E
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Ci sco  U ni fi ed  Cal l M anag er Ex p ress V ersi o n 4 . 0  
Enh ancem ents to  L eg acy  T el ep h o ny  Features

� A CD,  A A  &  H unt G roup  E nh anc em ents
– D y n a m i c  r e g i st r a t i o n  w i t h  H u n t g r o u p s
– H u n t g r o u p  l o g o n  /  l o g o f f  ( n o r m a l  c a l l s st i l l  a l l o w e d )
– I m p r o v e d  w a i t i n g  c a l l  n o t i f i c a t i o n
– E n h a n c e d  B -A C D  R e p o r t i n g  i n  E X C E L  F o r m a t

� Conferenc ing E nh anc em ents
– R e t a i n  c o n f e r e n c e  c a l l  w h e n  c o n f e r e n c e  i n i t i a t o r  d r o p s

� Call F orw arding,  Park ,  T ransfer E nh anc em ents
– N i g h t  S e r v i c e  C a l l  F o r w a r d i n g
– P a r k  C a l l  R e c a l l
– D e d i c a t e d  P a r k  S l o t  p e r  e x t e n si o n
– C a l l  T r a n sf e r  b l o c k i n g
– C l a ss o f  R e st r i c t i o n :   F o r c e d  A u t h o r i z a t i o n  f o r  T o l l  c a l l s

� E nh anc ed Ph one F eatures
– D i st i n c t i v e  R i n g  P a t t e r n s f o r  I n t e r n a l  o r  E x t e r n a l  C a l l s

� I ntegration w ith  L egac y  PB X
S u p p o r t  f o r  Q S I G  p r o t o c o l s t o  c o m m u n i c a t e  w i t h  T D M -b a se d  
P B X ’s U n if ied  C a l l M a n a g er

E x p ress

N e w

IP
 C
al
l C

on
tro

l

E
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C isco  U nity  Ex press M o d ul es

• V o ice m essa g e st o ra g e:  1 00 h o u rs
• Sessio n / p o rt  ca p a cit y  – 8  o r 1 6  
• U p  t o  2 5 0 m a il b o x es su p p o rt ed
• H a rd  D rive – 2 0G B ,  5 00 M H z  

p ro cesso r,  2 5 6 M B / 5 1 2 M B  D R AM

• V o ice m essa g e st o ra g e:  u p  t o  1 4  h o u rs 
b eg in n in g  w it h  rel ea se 2 . 0

• Sessio n / p o rt  ca p a cit y   4  o r 6  
d ep en d in g  o n  ro u t er

• U p  t o  6 5  m a il b o x es su p p o rt ed
• I n d u st ria l  G ra d e C o m p a ct  F l a sh  –1  G B  

b eg in n in g  rel ea se 2 . 0 – 3 00 M H z  
p ro cesso r,  2 5 6 M B  D R AM

N M -CU E o r N M -CU E-EC AIM -CU E

E
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100 
M b o x s
100 

M b o x s

#  H r s S tor a g e
#  P or ts

C isco  U nity  Ex press S iz ing  O ptio ns

#  T ota l  M’b ox e s 1 7 6 5 1 203 5

1 0 0 1 0 0 1 0 01 0 0
8 8 88NM

5 0 
M b o x s
5 0 

M b o x s
2 5  

M b o x s
2 5  

M b o x s
12  

M b o x s
12  

M b o x s

#  H r s S tor a g e
#  P or ts

1 4 1 4 n ot 
s up p orted1 4

4 / 6 4 / 64 / 6AI
M
-1
G

n ot 
s up p orted

#  H r s S tor a g e
#  P or ts

3 0 0 3 0 0 3 0 03 0 0
1 6 1 6 1 61 6NM

-E
C

2 5 0 
M b o x s
2 5 0 

M b o x s

225 2751 75

2 00 
M b o x s
2 00 

M b o x s
15 0 

M b o x s
15 0 

M b o x s

n ot 
s up p orted

n ot 
s up p orted

3 0 0 3 0 03 0 0
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I P  C o m m unicatio ns Ex press
P ro d uct P o rtf o l io

2 8 112 8 11
• E x ten d ed  m od ul a r 
c on n ec ti v i ty  ( E VM ,  N M ,  
A I M ,  W I C / VI C )

• E x ten d ed  m od ul a r 
c on n ec ti v i ty  ( E VM ,  N M ,  
A I M ,  W I C / VI C )

• M od ul a ri ty  w i th  
p erf orm a n c e op ti m i z ed  
f or “a l l -i n -on e” s ol uti on  
( H S D M ,  N M ,  E VM ,  A I M ,   
W I C / VI C )

• M od ul a ri ty  w i th  
p erf orm a n c e op ti m i z ed  
f or “a l l -i n -on e” s ol uti on  
( H S D M ,  N M ,  E VM ,  A I M ,   
W I C / VI C )
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S m al l  O f f i c eS m al l  O f f i c e E nte r p r i se  B r anc h  O f f i c eE nte r p r i se  B r anc h  O f f i c eS m al l  B r anc h  S m al l  B r anc h  

• M od ul a r c on n ec ti v i ty
( W I C / VI C )

• M od ul a r c on n ec ti v i ty
( W I C / VI C )

2 8 012 8 01

24  P h o ne s

3 6  P h o ne s

4 8         
P h o ne s 2 8 5 12 8 5 1
2 8 2 12 8 2 1

9 6          
P h o ne s 3 8 4 53 8 4 5

1 4 4 / 1 9 2         
P h o ne s

1 6 8 / 24 0        
P h o ne s

• L o c al  A u to  A tte nd ant and   V o i c e  M ai l  
sy ste m  w i th  1 2-25 0  m ai l b o x e s,  4 -1 6  
se ssi o ns,  3 0 0  h o u r s o f  sto r ag e  

• L o c al  A u to  A tte nd ant and   V o i c e  M ai l  
sy ste m  w i th  1 2-25 0  m ai l b o x e s,  4 -1 6  
se ssi o ns,  3 0 0  h o u r s o f  sto r ag e  

M u l ti p l e  S e r v i c e sM u l ti p l e  S e r v i c e s H i g h -D e nsi ty  S e r v i c e sH i g h -D e nsi ty  S e r v i c e s

C i sc o U ni ty  E x p r e ssC i sc o U ni ty  E x p r e ss

3 8 2 5

E
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I nteg rated  W ired / W irel ess L AN  Access
B u si n e ss P r o b l e m
� M ob i l e a c c ess to c r i ti c a l  a p p l i c a ti on s a n d  d a ta  th r ou g h ou t 

th e si te,  wh i l e m a i n ta i n i n g  sec u r i ty

S o l u t i o n
� I n teg r a ted  W i r el ess A c c ess P oi n ts a n d  S tr u c tu r ed  

W i r el ess A wa r e N etwor k s

B e n e f i t s
� C on v en i en t,  ea sy -to-d ep l oy  i n teg r a ted  a c c ess p oi n ts
� R og u e a c c ess p oi n t d etec ti on  to p r otec t a g a i n st 

u n a u th or i z ed  a c c ess
� A u th en ti c a ti on :  8 0 2 . 1 x  C i sc o LE A P ,  P E A P -M S C H A P v 2 ,  

P E A P -G T C ,  E A P -T LS ,  a n d  E A P -F A S T
L o c a l  L E A P  a u t h e n t i c a t i o n  t a k e s  o v e r  i f  R A D I U S  s e r v e r  i s  d o w n

� E n c r y p ti on :  T K I P  en c r y p ti on  a n d  su p p or t f or  sta ti c  &  
d y n a m i c  8 0 2 . 1 1  W E P  k ey s

� S ta te-of -th e-a r t n etwor k  m a n a g em en t v i a  C i sc oW or k s 
W i r el ess LA N  S ol u ti on  E n g i n e

C isco ® I SR
W i r e l e ss,  S e c u r i ty  
&  IP  T e l e p h o ny

W i r e d  U se r s
K i o sk sW i r e l e ss U se r s 

P O T S / IS D N
B ac k u p

IP  P h o neIP  V i d e o  
S u r v e i l l anc e

IP  W A N

F
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C o r p o r ate  
H e ad q u ar te r s

C o ntro l l ed  Access to  N etw o rk  Assets:
8 0 2 . 1 X

� N e w  N M E 1 6 ,  2 4  an d  4 8  p o r t  Et h e r S w i t c h
m o d u l e s su p p o r t  8 0 2 . 1 x  au t h e n t i c at i o n  an d  
N A C
S m a l l e r  p o r t  d e n si t y  H W I C 4 -9  su p p o r t s o n l y  b a si c  
8 0 2 . 1  a u t h e n t i c a t i o n  a n d  L 3  N A C  i n  r o u t e r

� P l u s P o w e r  o v e r  Et h e r n e t  ( P O E)  8 0 2 . 3 af
� C o n t r o l s w h o  g e t s ac c e ss t o  t h e  n e t w o r k

8 02 . 1 x  I d en t it y  E n f o rcem en t

B ra n c h  Router 
w i th  8 0 2. 1x

B ra n c h  Router w i th  
24 P ort E th erS w i tc h

A A A  S erv er

WAN

NM E -E SW
1 6 ,  24  and  4 8  P o r t 
1 0 / 1 0 0  E th e r S w i tc h

G
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P ol i c y  ( A A A ) 
S erv er

Ven d or 
S erv er

H o sts 
A tte m p ti ng  
N e tw o r k  
A c c e ss

C red en ti a l s C red en ti a l s C red en ti a l s

A c c es s  
Ri g h tsN oti f i c a ti on C om p l y ?

C i s c o T rus t 
A g en t

P o l i c y  S e r v e r  
D e c i si o n 
P o i nts

D etectio n and  I so l atio n o f  N o nco m pl iant 
D ev ices:  N etw o rk  Ad m issio n C o ntro l

• E n f o rces a ccess p rivil eg es 
b a sed  o n  en d p o in t  secu rit y  
p o st u re

A l l o w s c o m p l i ant,  tr u ste d  
e nd p o i nts o nl y
R e str i c ts ne tw o r k  ac c e ss 
b y  no nc o m p l i ant d e v i c e s

• L im it s d a m a g e f ro m  viru ses a n d  
w o rm s

• Su p p o rt s m u l t ip l e AV  ven d o rs 
a n d  C isco ® Secu rit y  Ag en t

• T h e C isco  3 8 00,  2 8 00,  a n d  1 8 00 
I SR  Secu rit y  B u n d l es sh ip  w it h  
NAC  ca p a b il it y

C oa l i ti on of  Ma r k e t-L e a d i ng  V e nd or s 

w w w . cisco . co m / g o / n a c

E nf o r c e m e nt

RA D I U S H T T P SE A P / U D P ,
E A P / 8 0 2. 1x

W i n n er N etw ork  M a g a z i n e 
20 0 5 I n n ov a ti on  A w a rd

G
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Q and A
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